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Abstract 

With the increasing complexity of cyber threats, particularly AI-powered phishing attacks and financial 

fraud, traditional security measures are proving inadequate. AI-driven cybersecurity techniques have emerged as a 

powerful solution, applying machine learning (ML), deep learning (DL), and natural language processing (NLP) to 

obtain threat detection and mitigation. Various approaches, such as Explainable AI (XAI), adversarial learning, and 

anomaly detection, have enhanced phishing detection and fraud prevention. Hybrid models that include supervised 

and unsupervised learning approaches have demonstrated greater performance in identifying zero-day attacks and 

managing developing cyber threats. This survey examines cutting-edge AI-powered security frameworks, 

concentrating on phishing email detection, fraudulent transaction monitoring, and real-time cybercrime forensics. 

Studies have shown that AI-based models such as convolutional neural networks (CNNs), gated recurrent units 

(GRUs), and ensemble learning are highly successful in detecting suspicious activities. Furthermore, AI-powered 

predictive analytics and optimization algorithms play a crucial role in proactive threat prevention. However, 

challenges remain, including adversarial attacks, ethical concerns, and computational costs. Future research 

should focus on enhancing AI model interpretability, integrating adaptive learning mechanisms, and improving 

resilience against AI-generated cyber threats. 

 

Introduction 

Cyber threats have become increasingly sophisticated, leveraging AI-generated phishing 

scams, deepfake technology, and social engineering tactics. Traditional security measures 

struggle against AI-powered phishing scams, which employ advanced social engineering 

techniques to deceive users. Rule-based filtering and signature-based approaches often fail to 

keep pace with evolving attack patterns. AI-based cyber security solutions leverage ML, DL, and 

NLP for real-time phishing detection, offering an advanced defense mechanism by detecting 

anomalies and adapting to new threats. 

 

Latest Trends in AI-Driven Cybersecurity 

Recent developments in AI and cyber security have introduced the following key trends: 
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 Generative AI for Phishing Scams: Cyber criminals use large language models (LLMs) 

to construct extremely convincing phishing emails. 

 Adversarial Attacks on AI Models: Malicious actors attempt to fool AI-based security 

models by introducing subtle modifications to input data. 

 Federated Learning for Secure AI Training: AI models are now trained across 

decentralized networks to enhance security while preserving user privacy. 

 Blockchain for Cybersecurity: Blockchain-based solutions are emerging to enhance 

data integrity and authentication mechanisms. 

 Hybrid and Ensemble AI Models: Combining multiple AI techniques, including deep 

learning, machine learning, and NLP, for improved fraud detection 

 

Challenges in AI-Powered Cybersecurity 

Despite its advantages, AI-based cyber security faces multiple challenges: 

 Adversarial Manipulation: AI models can be deceived by attackers through carefully 

crafted inputs. 

 Data Privacy Concerns: The use of AI for monitoring and detecting cyber threats raises 

privacy-related issues. 

 Computational Costs: AI-driven cybersecurity solutions require significant 

computational power and infrastructure. 

 Explainability Issues: The lack of transparency in many deep learning models makes it 

challenging to understand how they make decisions. 

Overview of AI-Based Cybersecurity Techniques 

The table below provides a summary of AI-driven techniques commonly used in cyber 

security: 

AI Technique Application in Cybersecurity Advantages Limitations 

Machine Learning (ML) Fraud detection, anomaly 

detection 

High accuracy, 

adaptable 

Requires large datasets, prone to 

bias 

Deep Learning (DL) Phishing detection, malware 

analysis 

Advanced pattern 

recognition 

Computationally expensive 

Natural Language Processing 

(NLP) 

Email filtering, phishing 

detection 

Context-aware analysis Vulnerable to adversarial text 

manipulation 

Federated Learning Secure AI model training Privacy-preserving AI 

models 

Limited scalability 
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Blockchain Security Identity verification, data 

protection 

Immutable data records High storage cost 

Hybrid Models Phishing detection, fraud 

prevention 

Higher accuracy, robust Increased model complexity 

Adversarial Machine 

Learning 

Defense against evasion 

attacks 

Improved model 

resilience 

Requires adversarial training data 

Ensemble Learning Enhanced prediction accuracy Combines multiple 

models 

Computational overhead 

Table 1: AI-Based Cybersecurity Techniques 

 

Literature Survey 

The research [S. R. Alotaibi et al., 2025] introduces the XAIAOA-WPC approach, an 

Explainable Artificial Intelligence (XAI)-driven model enhanced with the Aquila Optimization 

Algorithm (AOA) for phishing website classificationin Cyber-Physical Systems (CPS). The 

proposed method employs multi-head attention-based long short-term memory (MHA-LSTM) 

for phishing detection, utilizing Harris’ Hawks Optimization (HHO-FS) for feature selection and 

LIME for interpretability. The model undergoes three-phase preprocessing (data cleaning, text 

preprocessing, and standardization) to refine data quality. Evaluated on a benchmark dataset, 

XAIAOA-WPC achieved 99.29% accuracy, outperforming traditional methods in phishing 

detection and classification. 

 

Arun kumar [2023] examines the growing sophistication of AI-powered phishing scams, 

which can closely mimic legitimate communications through AI-generated emails, social 

engineering tactics, and fake websites. It explores next-generation AI techniques such as 

anomaly detection, NLP-based content analysis, and adversarial machine learning to detect 

subtle phishing patterns. The study highlights how machine learning models can analyze large 

datasets in real-time to predict and prevent evolving attack vectors, enabling organizations to 

implement proactive defense mechanisms. Additionally, it discusses multi-layered AI solutions 

that integrate detection, prevention, and response strategies to combat phishing threats across 

industries like finance, healthcare, and e-commerce. The research demonstrates AI's 

effectiveness in enhancing security, detecting fraud, and automating incident response, 

concluding with practical recommendations for integrating AI-driven phishing detection 

toolsinto cybersecurity infrastructures to mitigate sophisticated AI-generated threats. 
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Nayem Uddin [2024] Prince et al. investigate how artificial intelligence (AI) is altering 

cyber security by increasing threat detection, lowering costs, and reducing mistakes. With the 

growing complexity of cyber threats and the widespread usage of smart devices, traditional 

security methods are no longer enough. AI-driven techniques, including as machine learning, 

deep learning, and natural language processing (NLP), allow for real-time threat prediction, 

detection, and prevention. The study uses a literature analysis and case studies from various 

sectors to assess the efficacy of AI-powered cyber security frameworks. The findings indicate 

that AI improves data security, avoids breaches, and increases threat response systems, yet 

obstacles such as high implementation costs and ethical issues persist. The study concluded that, 

while AI is not a flawless cyber security solution, it is an important part of current data 

protection measures. 

 

Tajamul Shahzad & Kashif Aman [2024] explores the threat of phishing attacks, a serious 

cybercrime that uses faked emails and bogus websites to steal personal information including 

account credentials and credit card data. The study investigates 14 AI algorithms commonly used 

for phishing detection, including Random Forests, CNNs, LSTMs, GRUs, AdaBoost, and SVMs. 

An experiment conducted on two datasets revealed that Convolutional Neural Networks (CNNs), 

Multi-Layer Perceptron (MLP), and AdaBoost achieved over 90% accuracy, precision, and 

sensitivity, demonstrating their effectiveness in phishing detection when properly implemented. 

The paper also highlights current challenges in phishing detection and suggests future research 

directions to enhance AI-driven cybersecurity solutions. 

 

The author [O. A. Lamina et al., 2024] explores how artificial intelligence (AI) enhances 

phishing detection by overcoming the limitations of traditional heuristic and signature-based 

methods, which struggle to adapt to evolving cyber threats. AI-driven approaches leverage 

machine learning, natural language processing (NLP), and pattern recognition to analyze large 

datasets and detect subtle anomalies indicative of phishing attacks. The study examines 

supervised and unsupervised learning techniques, ensemble methods, and deep learning models, 

assessing their effectiveness in real-world applications. Findings suggest that AI significantly 

improves phishing detection accuracy and adaptability, though ongoing advancements are 

required to address emerging attack strategies and challenges in cybersecurity. 
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Hussam N. Fakhouri et al [2024] examines the growing sophistication of social 

engineering attacks, which exploit human vulnerabilities to bypass traditional security measures. 

AI offers a promising defense, utilizing machine learning for behavioral pattern recognition, 

NLP for phishing detection, and predictive analytics to anticipate future attack vectors. 

Throughreal-world case studies, the research demonstrates how AI-driven mechanisms 

significantly enhance the identification and mitigation of social engineering threats, detecting 

subtle manipulative cues indicative of phishing and fraudulent tactics. While AI-based security 

systems improve threat detection and response, continuous learning and updates are essential to 

counter evolving cyber threats effectively. 

 

OluwabusayoAdijat Bello & Komolafe Olufemi [2024] explores the critical role of AI in 

fraud prevention, addressing the increasing sophistication of fraudulent activities in financial 

systems. AI-driven techniques, including machine learning (ML), deep learning (DL), and 

natural language processing (NLP), have significantly enhanced fraud detection by analyzing 

large datasets to identify suspicious patterns. Supervised learning models like decision trees and 

neural networks classify fraudulent transactions, while unsupervised learning methods detect 

novel fraud schemes through anomaly detection and clustering. Deep learning techniques such as 

CNNs and RNNs are applied in credit card fraud detection and anti-money laundering (AML) 

efforts. Additionally, NLP aids in detecting fraudulent patterns in textual data, and predictive 

analytics forecasts potential fraud hotspots. Despite challenges like data privacy concerns and AI 

model interpretability, AI-powered real-time monitoring and proactive fraud prevention 

strategiescontinue to enhance security, efficiency, and scalability, making AI an indispensable 

tool in safeguarding financial systems. 

 

Chibuike Samuel Eze and Lior Shamir [2024] examines the growing threat of AI-

generated phishing emails, which leverage generative AI to create highly personalized and varied 

scam messages, making detection more challenging. Unlike traditional phishing emails that 

follow a uniform format, AI-generated attacks bypass conventional cybersecurity measures by 

producing unique messages for each recipient. The study presents a corpus of AI-generated 

phishing emails and evaluates machine learning (ML) models for detecting these threats. Results 

indicate that ML-based text analysis tools can accurately distinguish AI-generated phishing 
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emails from human-crafted scams based on stylistic differences. The findings emphasize the 

need to train cybersecurity systems with AI-generated phishing samples to enhance detection 

capabilities and proactively defend against future AI-powered phishing attacks. 

 

The study [F. S. Alsubaei et al., 2024] presents a unique deep learning strategy for real-

time phishing attack detection that employs the ResNet method and an embedded Gated 

Recurrent Unit (GRU) model (RNT). The model uses SMOTE to balance data, autoencoders and 

ResNet (EARN) to extract features, and Jaya optimization (RNT-J) to tune hyperparameters. 

When tested on real phishing datasets, the model beats previous algorithms by 11–19%, attaining 

98% accuracy with low false positive/negative rates and improved execution times. The study 

focuses on the efficacy of AI-driven phishing detection in digital forensics, which strengthens 

cyber security in wireless communications and improves data accessibility, resilience, and 

trustworthiness for enterprises. 

 

The study [I. Naseer 2024] investigates the expanding significance of AI in cyber 

security, focusing on its efficacy in identifying and preventing cyber and phishing assaults. AI 

can detect irregularities in network traffic, phishing emails, and malicious URLs in real time 

using machine learning, natural language processing (NLP), and pattern recognition. AI-powered 

systems are always learning from new threats, minimizing false positives and improving security 

standards. The study emphasizes the necessity of merging AI and human oversight, combining 

automated danger detection with expert analysis to better risk reduction. Finally, AI offers a 

proactive and flexible defensive approach that strengthens cyber security frameworks and 

safeguards important information. 

 

Methodology 

 

Figure 1: Framework 
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AI Techniques in Cybersecurity 

AI models used in phishing and fraud detection include: 

 Supervised Learning: Uses labeled datasets to train models such as SVMs, Random 

Forests, and XGBoost for fraud classification. 

 Deep Learning: Neural networks such as CNNs and LSTMs for phishing email detection 

and fraud prevention. 

 Natural Language Processing (NLP): Sentiment analysis and text embeddings to 

identify deceptive patterns in phishing emails. 

 Ensemble Learning: Combines multiple ML models to improve prediction accuracy and 

reduce false positives. 

Feature Engineering and Optimization 

 Harris’ Hawks Optimization (HHO-FS): Used for selecting the most relevant features 

in fraud detection. 

 Jaya Optimization: Fine-tunes deep learning models for phishing detection. 

 SMOTE for Data Imbalance: Balances datasets by synthesizing new examples from the 

minority class to improve model accuracy. 

Hybrid AI Models 

 Explainable AI (XAI): Enhances transparency in phishing detection models, making 

them interpretable for cybersecurity experts. 

 Ensemble Learning: Combines multiple models to create more robust phishing detection 

systems. 

 

Analysis and Results 

1. Machine Learning Techniques 

 Decision Trees, SVM, and Random Forest were commonly used for phishing 

detection, with Random Forest performing best, achieving over 95% accuracy. 

 K-Nearest Neighbors (KNN) and Logistic Regression also performed well, but 

struggled with feature extraction and complex patterns. 

2. Deep Learning Models 

 CNNs and RNNs were highly effective in detecting phishing websites, emails, and 

URLs. 
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 LSTMs showed strong accuracy (99.57%) in email phishing detection due to their ability 

to analyze sequential data. 

 Hybrid CNN-RNN models were effective for phishing detection on social media 

platforms. 

3. Natural Language Processing (NLP) Approaches 

 BERT models provided superior phishing detection by analyzing contextual meaning in 

emails. 

 TF-IDF and n-gram analysis were effective in detecting phishing indicators in email 

text. 

4. Hybrid and Ensemble Models 

 Ensemble Learning (Random Forest + AdaBoost) significantly improved phishing 

detection accuracy and reduced false positives. 

 Hybrid Models combining SVM, Decision Trees, and Deep Learning provided a 97% 

accuracy rate, outperforming single models. 

 Stacking Ensemble Model optimized using Genetic Algorithms achieved a 97.16% 

accuracy rate. 

 
AI Model Accuracy (%) Strengths Weaknesses 

LSTM (Deep Learning) 99.57 Captures sequential dependencies Requires large datasets 

CNN-RNN Hybrid 98.2 Good for phishing website detection Computationally expensive 

Random Forest 95 High accuracy with structured data Struggles with unstructured data 

BERT (NLP) 97 Strong at detecting phishing text Requires fine-tuning 

Hybrid SVM-Decision Tree 97 Robust classification Model complexity increases 

Stacking Ensemble (GA) 97.16 Best general phishing detection Computationally intensive 

Table 2: Best AI Model for Phishing Detection 

 

Figure 2: AI Phishing Detection Analysis 
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Conclusion 

Artificial intelligence-driven phishing detection techniques outperform traditional 

security methods in terms of accuracy, scalability, and adaptability. Deep learning and hybrid AI 

models, particularly ensemble learning techniques, have demonstrated exceptional efficacy in 

detecting and mitigating cyber threats. However, adversarial assaults, ethical problems, data 

privacy concerns, and processing complexity continue to be significant difficulties. Future 

research should concentrate on improving the interpretability of AI models using Explainable AI 

(XAI), creating real-time adaptive detection systems, and strengthening adversarial resilience. 

Furthermore, combining AI with blockchain and federated learning might enhance data security 

and privacy in cyber security frameworks. By tackling these issues, AI-powered systems can 

provide a more robust and adaptable security against the ever-changing world of cyber threats. 

 

The LSTM model (99.57% accuracy) is the most successful for email phishing detection, 

while the CNN-RNN hybrid (98.2% accuracy) is best for detecting phishing websites. However, 

the stacking ensemble (97.16% accuracy) delivers balanced performance across numerous 

phishing attacks. 
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