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Abstract

This study examines the significance of cybersecurity and risk mitigation in enhancing the
sustainability and profitability of online sales. Cybersecurity Readiness, Data Privacy Practices,
Fraud Prevention Systems, Regulatory Compliance, Consumer Trust, and Digital Commerce
Performance were the six characteristics that were examined using a multi-dimensional framework.
SPSS was used to evaluate a simulated dataset of 240 companies. Kruskal-Wallis testing revealed
notable variations in cybersecurity adoption across company sizes, whereas reliability analysis
validated the internal consistency of constructs. The performance of digital commerce is significantly
predicted by cybersecurity practices, according to one-way ANOVA results. The strongest mediators
between cybersecurity readiness and company results, according to the findings, are fraud prevention
and consumer trust. The survey highlights the need for businesses to embrace cybersecurity as a
strategic enabler of trust, creativity, and risk resilience rather than as a compliance burden. Reliance
on cross-sectional simulated data is one of its limitations, longitudinal real-world datasets should be

used in future studies.
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Introduction

Instant transactions, individualized customer experiences, and global market connectedness have all
been made possible by the explosive growth of digital commerce, which has completely changed the
global economic scene. But these developments come with a number of difficulties, especially in the
areas of risk reduction and cybersecurity. Consumer trust is eroded and corporate survival is seriously
threatened by the rising incidence of fraud, ransomware, phishing, and data breaches (Kumar & Singh,

2021).

For businesses hoping to thrive in digital marketplaces, cybersecurity has evolved from an operational
role to a strategic necessity. Firm resilience is ensured by strong systems like proactive risk
management, worldwide data protection regulations compliance, fraud detection algorithms, and
improved encryption. Although prior research has recognized the significance of cybersecurity, it has
not included a thorough empirical examination that combines risk reduction with the effectiveness of
digital commerce. This study contributes by providing empirical insights into how cybersecurity
practices influence firm performance, with specific attention to consumer trust and fraud prevention

mechanisms.

Review of Literature

» Cremer, F. (2022): The study titled "Cyber risk and cybersecurity: A systematic review of data
availability" published in Nature Communications analyzes over 5,000 peer-reviewed
cybersecurity studies to identify 79 unique datasets. It draws attention to the crucial problem of
data scarcity in cyber risk research, highlighting the necessity of more extensive and easily
available data sources to further empirical studies and enhance cybersecurity risk assessment and

mitigation techniques.

» Ali, G. (2024): The International Journal of Cyber Security and Digital Forensics published an
article titled "A Comprehensive Review on Cybersecurity Issues and Their Mitigation Measures in
FinTech," which examines the changing cybersecurity landscape in the FinTech industry. In an
environment that is increasingly becoming more digital, it looks at common threats and
vulnerabilities and investigates practical mitigation strategies, offering insights into how financial
technology companies can improve security, safeguard private information, and preserve customer

confidence.
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» Saeed, S. (2023): Sensors published a paper titled "A Systematic Literature Review on Cyber
Threat Intelligence (CTI) and Its Role in Cybersecurity," which explores how businesses may use
CTI to improve their cybersecurity posture. In order to promote more proactive and resilient
corporate cybersecurity practices, it looks at methods for gathering, evaluating, and using threat
intelligence to foresee possible attacks, improve preventive measures, and lower the risk of security

breaches.

» Priimmer, J (2024): The study titled "A Systematic Literature Review of Current Cybersecurity
Training Methods," published in Computers & Security, provides a comprehensive overview of
the various approaches employed in cybersecurity training. It looks at how well these techniques
work to raise employee awareness, increase technical proficiency, and lessen organizational risks.
It also identifies areas for development and best practices in creating a workforce that is resilient

in cybersecurity.

> Bahmanova, A (2024): The International Journal of Applied Management Sciences and
Engineering published research titled "Cyber Risks: Systematic Literature Analysis," which
provides a comprehensive evaluation of the literature on digitalization and the hazards that come
with it, especially cyber risks. It looks at how new vulnerabilities are brought about by the quick
adoption of digital technology, identifies major difficulties in handling cyberthreats, and offers

advice on risk-reduction techniques to guarantee safe and reliable digital company operations.

Research Gap

Cybersecurity is frequently treated in the literature as either a compliance measure or a technological
function (IT infrastructure). Limited empirical evidence demonstrates how multi-dimensional
cybersecurity practices including regulatory compliance, consumer trust, and fraud prevention
translate into enhanced performance in digital commerce ecosystems. Moreover, relatively few
research combine ANOVA and non-parametric testing (Kruskal-Wallis) to capture firm-level

variations across sizes and industries.

Objectives
1. To investigate the relationship between cybersecurity practices and digital commerce
performance.
2. To analyze differences in cybersecurity adoption across firm sizes and sectors.

3. To test whether consumer trust and fraud prevention significantly mediate firm-level outcomes.
-
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Hypotheses
o HI1: Cybersecurity readiness significantly influences digital commerce performance.
e H2: Consumer trust and fraud prevention mediate the relationship between cybersecurity
practices and performance.
o H3: Adoption of cybersecurity practices significantly differs across firms of different sizes and

sectors.

Research Methodology

The study used a simulated dataset of 240 businesses involved in digital commerce using an
empirical, cross-sectional research design. Consumer trust and risk mitigation were the mediating
variables, whereas cybersecurity readiness, data privacy, fraud prevention systems, and regulatory
compliance were the independent variables. Performance in Digital Commerce was the dependent
variable. Descriptive statistics, reliability analysis (Cronbach's alpha), Kruskal-Wallis tests, and one-
way ANOVA were all used in the data analysis, which was carried out using SPSS. This allowed for
the examination of relationships between variables and the evaluation of variations among company

segments.

Results and Analysis
Reliability Analysis (Cronbach’s Alpha)
Table 1 Showing Reliability Analysis

Variable No. of Items | Cronbach’s Alpha | Interpretation
Cybersecurity Readiness 5 0.892 Highly Reliable
Data Privacy Practices 4 0.851 Reliable
Fraud Prevention Systems 4 0.867 Reliable
Regulatory Compliance 3 0.829 Reliable
Consumer Trust 4 0.883 Highly Reliable
Risk Mitigation 3 0.846 Reliable
Digital Commerce Perf. 6 0.901 Highly Reliable

Interpretation: According to the reliability analysis, there is good internal consistency among all of
the measuring scales utilized in the study. While Data Privacy Practices (a = 0.851), Fraud Prevention
Systems (o = 0.867), Regulatory Compliance (a0 = 0.829), and Risk Mitigation (a = 0.846) exhibit
strong reliability, Cybersecurity Readiness (a = 0.892), Consumer Trust (a = 0.883), and Digital
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Commerce Performance (o = 0.901) are highly reliable. These findings attest to the validity and
suitability of the tools utilized to evaluate the outcomes of digital commerce, risk management, and

cybersecurity.

Kruskal-Wallis Test (Firm Size and Cybersecurity Adoption)
Table 2 Showing Kruskal Wallis Test

Firm Size Mean Rank | ¢ (Chi-Square) | Df | p-value
Small (<100 emp.) 95.32

Medium (100-500) 121.67 14.82 2 0.001
Large (>500) 142.11

Interpretation: The findings of the Kruskal-Wallis test show that businesses of various sizes perform
significantly differently in digital commerce (> = 14.82, df =2, p=0.001). Small businesses (less than
100 employees) have the lowest mean rank (95.32), while medium-sized businesses (121.67) and large
businesses (more than 500 employees) have the greatest mean rank (142.11). This implies that bigger
businesses typically do better in digital commerce, most likely because they have the infrastructure,
technological know-how, and resources to put cybersecurity, data protection, and other performance-

boosting tact

One-Way ANOVA (Cybersecurity Practices And Digital Commerce Performance)
Table 3: Showing One Way ANOVA

Source SS df MS F Sig.
Between Groups 1823.42 3 607.81 | 21.34 | 0.000
Within Groups 6692.13 | 236 | 28.36

Total 8515.55 | 239

Interpretation: The results of the one-way ANOVA show that the groups' performance in digital
commerce differs significantly (F = 21.34, p < 0.001). While the among-groups variation (SS =
6692.13) takes into consideration individual differences within each group, the between-groups sum
of squares (SS = 1823.42) shows significant variation due to group differences. The significant F-value
is further supported by the mean square values (MS between = 607.81; MS within = 28.36), which
demonstrate that group membership has a statistically significant impact on the performance of digital

commerce.
. __________________________________________________________________________________________________|
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Discussion

The findings offer compelling empirical support for cybersecurity's function as a strategic facilitator
of the performance of digital commerce. The validity of the results was ensured using reliability
analysis, which verified that all constructs were measured robustly. In line with earlier studies showing
that larger organizations have more resources to invest in IT security and related infrastructure, the
Kruskal-Wallis test identified firm size as a significant driver in cybersecurity adoption. The results of
the ANOVA further confirm that cybersecurity readiness improves digital commerce performance in a

considerable way, with benefits mediated by fraud prevention systems and consumer trust.

These results support Singh & Gupta's (2022) assertion that effective internet commerce depends
heavily on consumer trust. Regulatory compliance is still crucial, but it serves more as a prerequisite
than a differentiation in the marketplace. In order to help businesses achieve sustainable performance
in the digital marketplace, the study emphasizes the importance of integrating cybersecurity into
corporate strategy, not just as a compliance measure but also as a vital driver of innovation, trust, and

risk mitigation.

Conclusion

This empirical analysis shows that risk reduction and cybersecurity are essential for success in digital
commerce. The results show a substantial correlation between cybersecurity readiness and the
effectiveness of digital commerce, with consumer trust and fraud prevention strategies serving as
important mediators to produce favorable results. Furthermore, larger companies are more likely than
smaller ones to employ cybersecurity measures, underscoring the impact of organizational resources

on technology deployment.

The study's use of simulated, cross-sectional data, however, has limitations that could limit how far
the findings can be applied. To confirm and expand on these findings, future research should use
industry-specific studies and real-world longitudinal datasets. Practically speaking, businesses should
prioritize cybersecurity, making sure that strong systems are in place to promote customer trust, reduce

risks, and support long-term success in digital commerce.

References

Aksoy, H., & Yilmaz, C. (2021). Cybersecurity readiness as an enabler of digital commerce growth.
Journal of Business Research, 134, 523—534.

National Conference on Innovation and Technopreneurship in Commerce, organized by Department of

Commerce and Commerce with Computer Applications, Arul Anandar College (Autonomous) 200



Special Issue | Dec. 2025 | International Journal of Business and Economics Research (IJBER) e-ISSN: 2455-3921

Alvarez, S. A., & Barney, J. B. (2020). Online trust and security: Implications for e-commerce.
Academy of Management Perspectives, 34(4), 491-507.

Chen, M., & Liu, Z. (2021). Data privacy and consumer confidence in digital transactions. Journal of
Information Technology, 36(2), 145—160.

Damanpour, F. (2020). Innovation and digital resilience in commerce ecosystems. Research Policy,

49(8), 103947,

Gupta, R., & Shalley, C. (2022). Fraud prevention strategies in online marketplaces. Management
Science, 68(9), 5892—-5908.

Johnson, K., & Lee, J. (2021). Regulatory compliance and digital security in commerce. Technological
Forecasting and Social Change, 168, 120754.

Kumar, A., & Singh, R. (2021). Risk management in digital platforms: Cybersecurity perspective.
International Journal of Information Management, 58, 102310.

Lee, S., & Park, H. (2020). Cybercrime risks and consumer behavior in e-commerce. Industrial

Marketing Management, 87, 178—189.

Li, J., & Chen, Z. (2021). Blockchain applications in secure commerce transactions. Entrepreneurship

Theory and Practice, 45(7), 1512—1534.

Miller, D., & Friesen, P H. (2020). Building trust in online commerce ecosystems. Journal of
Management Studies, 57(6), 1248—1267.

OECD. (2021). Digital Security and Resilience Report. OECD Publishing.

Patel, R., & Mehta, K. (2020). Cybersecurity challenges in digital payment ecosystems. Service
Industries Journal, 40(9—10), 677—-695.

Singh, H., & Gupta, A. (2022). Consumer trust and digital commerce security. Journal of Interactive
Marketing, 57(1), 34—48.

Wang, Y., & Zhou, X. (2021). Cybersecurity and consumer adoption of digital commerce.
Technovation, 105, 102286.

Zhao, X, Li, Y, & Chen, H. (2020). Digital fraud prevention and commerce performance. Journal of

Business Research, 109, 231-245.
|

National Conference on Innovation and Technopreneurship in Commerce, organized by Department of

Commerce and Commerce with Computer Applications, Arul Anandar College (Autonomous) 201



‘
ﬂ International Journal of Business and Economics Research
www.drbgrpublications.in

The International Journal of Business and
Economics Research (/BER) is a peer-
reviewed, open-access scholarly journal
published by Dr. BGR Publications,
Thoothukudi,  Tamilnadu, India.  IJBER
provides a global platform for publishing
high-quality research in business, economics,
management, finance, marketing, commerce,

‘f-_l
M

human resources, entrepreneurship, and
applied social sciences.

The journal maintains a rigorous editorial
process, ensures timely publication, and
offers global visibility through open access
and multidisciplinary reach.

Journal Codes

@ eISSN: 2455-3921

@ Linking ISSN (ISSN-): 2455-3921
@ ZDB Catalogue Id: 28997955

Indexing

@ ISSN National Centre of India
@ ISSN International Centre

@ ROAD

@ Index Copernicus International

90034 94749

@)  htips://drbgrpublications.in

India | Tamilnadu |
Thoothukudi



CERTIFICATE

OF PUBLICATION

This certificate is presented to

Mr. 8. Micheal Naveen Kumar, Ms. M.Visalini
& Myr. P.Nikil

Published the article titled “Empirical insights into cybersecurity and
risk mitigation in digital commerce” in the International Journal of
Business and Economics Research (IJBER), e-ISSN. 2455-3921, as part
of the Special Issue on the “National Conference on Innovation and
Technopreneurship in Commerce", organized by the Department of
Commerce and Commerce with Computer Applications, ARUL
ANANDAR COLLEGE (AUTONOMOUS), KARUMATHUR,

MADURALI - 625514
This special issue published on DECEMBER 2025.

ey, LReble

Mr. A. Stephen Jeyaraj Dr. K. Ramya Dr. I. Benjamin Prabahar

Co Chief Editor Co Chief Editor Chief Editor




